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System monitoring

Using ZABBIX as another example

PHP Web Security Agents
(ZABBIX, SNMP,
Interface \ HTTP, IPMI, ...)
Server
—> Senders
APl < i ! \ (Custom system calls
. in Python, C, C++,
: y Light- shell, ...)
_ I \_ 1 wei _ht
Media M vSaLite Interfaces
Interfaces Requires a (Scripts, checks, ...)
for Alerts Database
(Email, SMS, €.g.
Script, Webhook, PostgreSQL,
SIGNL4, ...) SQLite SQLite

or others
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Many
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ccce instead of a
IO No additional zoo of
tool for Why ZABBIX? separate
graphical plugins
output
%‘ required
PHP Web : Agents
Interface Security (ZABBIX, SNM
HTTP, IPMI, ...)
s Server M
A~ —> Senders
APl < | : \ (Custom system calls
Grafana : : Light- in Python, C, C++,
Add-on _ : | weight
Medla * FIREWALL *S Lite
Interfaces Requires a (Seripl Doy
for Alerts Database language
(Email, SMS, €.g. required,
Script, Webhook, Postgre , ke Go
SIGNL4, ) . SQLite Almost no SQLite
Industrial or othe| knowledge
partners for about
on-call database
SEinileEs required

https://www.zabbix.com/de/users
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System monitoring

Interconnecting systems

PHP Web _ Agents @
Interface Security (ZABBIX, SNMP,
- HTTP, IPML, ...) .
- Server st
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or others
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System monitoring

Monitoring Systems Overview

« VLBI Station Monitoring and Archival System (MAS) & FS Display Server:
NASA FS

* eRemteCtrl & ZABBIX & SysMon: Wettzell Observatory

* “MoniCA”, “openMoniCA”: Australia Telescope National Facility and
AuScope geodetic VLBI Telescopes

 Radboud Radio Lab VLBI monitor: EVN, mm-VLBI
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Monitoring Implementation - antenna
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Monitoring Implementation - antenna
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Monitoring Implementation - antenna
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Monitoring Implementation - antenna
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Monitoring Implementation - security
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Monitoring Implementation — Central Monitoring Service
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Monitoring Implementation — Central Monitoring Service
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Monitoring Implementation — Central Monitoring Service

puthon Script “ZabbixAPI.py”

Sample call: seamless request for specific time interval

python.exe ZabbixAPI.py —-C config evn.ini -L
-H YEBES_C‘C'D_N_.’-‘-_E}-kl:_ieldﬁystem —FK ERC.FPRESSURE
-Ts "2022-03-15 18:15:00" -TE "2022-03-15 18:30:00"

2025-03-31 14:25:00 1743431100.963381000 -0.072
2025-03-31 14:25:00 1743431100.912588000 -0.067
2025-03-31 14:25:00 1743431100.862274000 0.068
2025-03-31 14:25:00 1743431100.811883000 0©.064
2025-03-31 14:25:00 1743431100.760880000 ©.034
2025-03-31 14:25:00 1743431100.710419000 -0.077
2025-03-31 14:25:00 1743431100.659566000 -0.004
2025-03-31 14:25:00 1743431100.609072000 0.029
2025-03-31 14:25:00 1743431100.558074000 -0.121

2025-03-31 14:25:00 1743431100.507805000 -0.048 ( )
2025-03-31 14:25:00 1743431100.456899000 ©.103 Seamless
2025-03-31

100 1743431100.406291000 ©.288 Data

1743431100.355294000

2025-03-31 1

Web Content

< c 22 vibisysmon.lrg.tum.de Monitoring

B8 E zaeeiXekG [ ZABBIX TUM

Alerting

ition

—
| |

Database

Static and Dynaff'
Web Pages ) Page 24
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Monitoring Implementation — Central Monitoring Service

#Date Unixtime Value

# ____________________________________________
2024-858-01 23:59:41 1722556781 5.41@8
2624-85-01 23:58:54 1722556734 5,398
2624-85-01 23:58:87 1722556687 5.3588
2824-88-81 23:57:19 1722556639 5.3388
2824-88-81 23:56:32/\ 1722556592 5.3368

LY . ] P T 1 o AL A ol ol Carc C

Historic Data
Files

Index of /monitoriltg_:Larchive/ivs_archive

03 WARKWORTH! 2024-01-02 00:06

CYWETTZ13N 2024-01-02 00:07
T WETTZ138/ 2024-01-02 00:07
) WETTZELL 2024-01-02 00:06

Name Last modified Size Description
3 Parent Directory
[Z) HOBART 2024-01-02 00:05
a MEDICINA 2024-01-02 00:06
0] OHIGGINS 2024-01-02 00:06

- Seamless Data
ﬁ Archive

pindex of /monitoring_archive

Apache/2.4.38 (Ubuntu) Server at vibisysmon.lrg.tum.de ROR 4

Name

M'( Directory

23 cate_ts

Index of /monitoring_archive/session_archive QO slcuicit_monitor

Name

& Pasent Discctory
D fwz_02

2 2024-10-02 1831
224278 2024-10-04 1829

124281 2024-10-07 18:30 S 1
£i24282 2024-10-08 18:31 ession
£3iid276 2024-10-03 00:32 A h 1
£iid281 2024-10-08 00-31 rchive

Last modified Size Description

2024-10-08 21:23
2024-10-01 18:31

afs web_pages’
(23 gow_sensors/
23 ivs_archive

[ ius_historie_workshopd”
2] ivs_realti p ;

Last modified Size Description

2020-10-30 15-00
2021-08-11 13:43
2024-04-23 13:37

Web File
Archive

2019-08-14 15:39

<

Archiv

Monitoring

Alerting

Web Presentation
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Monitoring Implementation — Central Monitoring Service

Lﬁsennesignll AN
Operating times
of the on-call
services

=

4 14702024/1007:02  ACU Error: Servos stopped durin tennen- u Fehigeschiagen

Logfile Quick Check
i24123wz (WETTZELL)

ZABBIX 8  Proolems

Site information

= Height: 041.2 [m]
= VLBI Figld Sysiem Releasa: 1020
+ Linux Vorsion: Lz 5.10.0.26-2m 54751 SMF Dotian 5.10.197-1 (20220020, 455_s R G

Scan statistics

INEINRINN NN

- = L= ] =<

Clock offsets g o
E Vg RESOWED  WIZ WNETTZIN Mol el . ) .
Lo WA Session Error, Alerting and Monitoring p—
; ressssssm
sonval quality reporc 2024 | Performance Troubleshooting . e
Date: 2024-19-09 @l:09:01 o k Performance Alertlng i
Antenna: wztwntws -
Quality score: 96.18% -
] (Goal: 98) Web Presentation -
@ 95 180 - ——
T Antgnna Reports Archiving =
Scheduled sources: 11R®rf:)rmanc Database
Operated sources: 11zael
Failed sources:
Successful sources: 111K
- normal quality: 93387 : : .
- reduced quality: 18279 i
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Potential for IVS stations and network

,PUBLIC"

https:/Ivlbisysmon.Irg.tum.de/zabbix/
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Potential for IVS stations and network

Data Injenction by Sites

ERC.TEMPERATURE => Temperature => unit deg C

ERC.HUMIDITY => Humidity => unit %

ERC.PRESSURE == Pressure => unit hPa

ERC.WINDSPEED => Windspeed == unit km/h

ERC.WINDDIRECTION => Winddirection => unit degree

ERC.DOTMON == Dotmon Clock Offsets (GPSminusFMOUT) => unit usec

(without additional installation
of software)

VS ,,IZUBLIC“
SADA ccess

ssh

MEDICINA (Mc)

puthon Script “zabbixAPI.py”

Sample call: seamless request for specific time interval

python.exe ZabbixAPI.py -C config_evn.ini -L
-H YEBES 000 NASAFieldSystem
-Ts "2022-03-15 18:15:00"

—F ERC.FRE3SURE
-TE "2022-03-15 18:30:00"

#Date Unixtime Value

# J— _ — J—
2022-03-15 18:28:01 1647368941 511.0114
2022-03-15 18:28:01 1647368831 911.0114
2022-03-15 18:27:01 1647368821 911.0114
2022-03-15 18:28:01 1647368761 911.0114
2022-03-15 18:25:02 16473668702 211.0114
2022-03-15 18:24:02 16473668642 210.9211
2022-03-15 18:23:01 1647368531 910.9211
2022-03-15 18:22:01  1€47368521 910.9211
2022-03-15 18:21:01  1e€47368461 910.9211
2022-03-15 18:20:02 16473668402 210.59211
2022-03-15 18:19:01 1647365341 510.8453
2022-03-15 18:18:02 1647368232 910.8453
2022-03-15 18:17:02  1le€4736B222 910.8493
2022-03-15 18:16:01 1647368161 910.8493
2022-03-15 18:15:02 1647368102 910.84393

=

(Seamlg
Data
API

Web Content

< c 2% vlbisysmon.rg.tum.de

] eb Presentation]

88 | E zaeBiXEKS [ ZABEIX TUM

Ss)

tps:/Ivibisysmon.Irg.tum.de/zabbix/
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Potential for IVS stations and network

JPUBLIC"
Access

Data Injenction by Sites HTTPS-Webhook

ERC.TEMPERATURE => 'll'e_mperatu.re => unit deg C curl -X POST
ERC.HUMIDITY => Humidity = unit % https://vibisysmon.Irg.tum.de/ivssada/webhook/<secret>
‘ ERC.PRESSURE => Pressure => unit hPa : Y = ’

Wi e uni -H "Content-Type: application/json"
Egi-m:ggﬁiglof_"dﬁeed_ unit km/h -d {"IVS_WZ-WETTZELL_VLBIFieldSystemTest" :
. => Winddirection => unit degree " w.m "
ERC.DOTMON == Dotmon Clock Offsets (GPSminusFMOUT) => unit usec { METEO": { ERC.TEMPERATURE" : 15.3 ’
: "ERC.PRESSURE" : 952.3,
. o . . "ERC.HUMIDITY" : 30.1,
(without additional installation "ERG.WINDSPEED" : 27.00 .

of software) "ERC.WINDDIRECTION" : 214}}}'

puthon Script “zabbixAPI.py”

Sample call: seamless request for specific time interval

python.exe ZabbixAPI.py -C config_evn.ini -L
—H YEBES_C‘C'D_NASAFiEldS'j’Sth —F. ERC.FRESSURE

—T3 "2022-03-15 18:15:00™ —-TE "2022-03-15 18:30:00" SADA

ioace onimcime Vet Web Content

2022-03-15 18:28:01 1647368941 911.0114 & c 5 vlbisysmon.rg.tum.de
2022-03-15 18:28:01 1847368881 911.0114 =
2022-03-15 18:27:01 1647368821 911.0114 eb Presentat|0n|
2022-03-15 18:26:01 1647368761 911.0114 og Ed zaeeix BKS [ ZABEIX TUM

2022-03-15 18:25:02 1647368702 911.0114
2022-03-15 18:24:02 1647368642 910.9211
2022-03-15 18:23:01 1647366581 510.9211
2022-03-15 18:22:01 1647368521 910.9211
2022-03-15 18:21:01 1647368461 910.9211 (SeamleSS)
2022-03-15 18:20:02 1647368402 910.9211

2022-03-15 18:18:01  1ea736s3sl sin.s433  pata S .s smon.Ir elza -
2022-03-15 18:18:02 1647368252 910.5493 tp II Ib y m I g t m d I bb I
2022-03-15 13:17:02  led73es222 oan.zdaz AP -/IVIDI . - . Zz IX
2022-03-15 18:16:01 1647368161 910.5493
2022-03-15 18:15:02 1647368102 910.8433
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IVS Session Monitoring

Data Injenction by Sites
with potential for:
ﬂ. Start Message
. Stop Message
Error Messages

[IVS-vgos-ops] vo0105, Ws, Start message
List-ID IVS VGOS operations <ivs-vgos-ops.lists.nasa.gov>

Comment:
Ws started vo@1@5. System is ok, but receive

r is warm.
Weather: Automatic meteo report: cloud coverage of 77.8%, no rain, gentle breeze (3 Bft/14.4@ km/h), no wind stow alert

Temp=4.7, Hum=38.9, Pres=951.2 (Height of pressure sensor: 656.825 m)

GPS Offset
dotmon(gps-dbbcoutl): 1.2122e-06
dotmon2(gps-dbbcout2): 1.2814e-86

Used maser: EF0S6@ with maser clock offset to master clock 1.8@7[usec] at 2820.04.

SOURCE: Casa, 2020.105.16:32UT
Az=-33, El=31

A/H 6904 Ema"_

A/V 5813

a/v oaos Message

D/H 24e8
D/V 2496
Meteo: Almost clear sky, no wind, no rain

e https://vibisysmon.lrg.tum.de/zabbix/

JPUBLIC"
Access

HTTPS-Webhook

curl -X POST
https://vibisysmon.Irg.tum.de/ivssada/webhook/<secret>
-H "Content-Type: application/json"

-d'{"IVS_WZ-WETTZELL_VLBIFieldSystemTest" :
{"METEO" : {"ERC.TRACKINGSTATE" : "TRACKING",
"ERC.SCHEDULE" : ,v25090" }}}'

IVS
SADA

—

Web Content

25 vibisysmon.lrg.tum.de

——

< &

eb Presentation|

>

[T

88 | E zaeBiXEKS [ ZABEIX TUM
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Host Monitaring

WTZ WN-WETTZ13N_ACU

WTZ_WN-WETTZ13N_AntennaBuildingTemperatur

WTZ WN-WETTZ13N_AntennaUPS

e

etwork
Monitoring

RISV 2] M ek By Sl o)
uuuuu

Inventory e

Alerting

Location labtude  49.1439129279337

Location longitude  12.8776668661186 Web Presentation
- Archiving
G Performance Analysis

Grafana https:/Ivibisysmon.Irg.tum.de/zabbix/ |
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Triggers

Triggers

Triggers

ERC.ANTENNA

ERC.AZIMUTH

ERC.CABLE

ERC.CATALOGYEAR

ERC.DEC

ERC.DOTMON2

ERC.DOTMON

ERC ELEVATION

ERC HALT

ERC.LOG

ERC HUMIDITY

ERC.PRESSURE

ERC.PRESSUREHEIGHT

ERC.TEMPERATURE

ERC.WINDDIRECTION

ERC.WINDSPEED

ERC.NEXTTIME

ERC.RATE

ERC.RA

ERC.SCHEDULE

ERC.SOURCE

ERC.TIME

ERC.TRACKINGSTATE

Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper

Zabbix trapper

Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper
Zabbix trapper

Zabbix trapper

G e | e B8

Enabled
Enabled
Enablec
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

Application:
Application:
Application:
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TOW2025 - Lecture

Parallel System Monitoring
to Improve Automation

» System Monitoring
» Monitoring Implementation
» Antenna
» Security
» Central Monitoring Service
» Potential for IVS stations and network
» VS Session Monitoring
» IVS Station Administration
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I\VVS Station Administration

Using ZABBIX as another example
PHP Web Agents

Security (ZABBIX, SNMP.
Interface \ ~ HTTP, IBMI, ...)

«— > Slerver < . Senders
API : | \ (Custom system calls
. in Python, C, C++,
i y Light- shell, ...)
_ I K 1 wei _ht
Media v v SQLite Interfaces
Interfaces Requires a (Scripts, checks, ...)
for Alerts Database
(Email, SMS, €.g.
Script, Webhook, g(cj)slfg[reSQL,
SIGNL4, ...) ite SQLite
Web or others
Interface

; Additional Database
(Django, <4—» c. g. PostgreSQL, SQLite
FLASK) or others

https://www.zabbix.com/documentation/current/en/manual/introduction/about Page 36
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I\VVS Station Administration

Extension with coordination functionality

127.0.01 © b +

Antenna registration =>

D welcome to 1VS Site Administration - Antenna

Registeration

Login  Antenna  Configuration  Logbook ~ Summary  Impressum

Request Form  Site Description ~ Domes Information  Approximate Position  Instrument  Operation Contact  Site Contact

Welcome to Antenna

CDP number, domes number

+ O

Network Configuration File
Management

eoe M- ¥ < o 127.0.0.1 ¢ M
The antenna web page is -
@ [T] Configuration Info - Contact
for entering domes information of antennas, supporting
. . Registeration Login Antenna Configuration Logbook Summary  Impressum
the International VLBI Service for Geodesy and Aslmmetry (vs) Contact Site Identification Site Local Network Info Site Descriptive Info Antenna Details Receiver Cables Receiver and Back end

(In order to save the data, click "Next" button, please.) Data Acquisition System Meteorological Instrumentation

On Site Contact

Time & Frequency Standards  Auxilliary Equipment ~ Co Locations

Field System Computer Responsible Agency

Proceed to fill in the antenna form

Configuration Info - Contact

Prepared by full name: Full name of the person prepaired the configuration.
Email: Email address of the contact person. ece M - ¥ <
Update date: 03731/ The updated Date. 5 L

Report type: Type of the configuration report. Logbook Info

Next

Event time: 131/

Technician editor:

Participants:

Telescope:

Component:

New component:

Detailed info:

Attachment:
quality plot.

Choose File o fila selected

Next

Station and Event Logs

Configuration

£ 127.0.0.1 <

€D Logbook info

Logbook  Summary  Impressum

Entry time: 03/31/2026, 12:17:02 PM The current entry date and time.

Please enter the event date and time.

Please enter the main Editor/User technician name.

# Please enter other possible participants name.

Please enter the Telescope name.

@) Please select the component.

Add a new component if needed.

# Please enter the detailed information about the log entry.

Please upload any relevant helpful pdfs, files, or images like a diagram plot or a
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